Product Documentation

Technical Overview

IN THIS DOCUMENT

o Abstract
Authenticating Users

This overview describes how Likewise joins non-Windows computers to
Active Directory, authenticates users, authorizes users and groups for
access to resources, stores Unix and Linux user information in Active
Directory, and manages Linux and Unix computers with group policies. The
Software Components and overview also outlines Likewise's two operating modes, its use of cells, and
ACIEEEE its software components and processes.

Authorizing Users and Groups
Managing Users and Groups

Applying Group Policies

@ Likewise

Copyright 2007 Likewise Software. All rights reserved.

[uy



Product Documentation

The information contained in this document represents the current view of Likewise
Software on the issues discussed as of the date of publication. Because Likewise
Software must respond to changing market conditions, it should not be interpreted to be a
commitment on the part of Likewise, and Likewise Software cannot guarantee the
accuracy of any information presented after the date of publication.

These documents are for informational purposes only. LIKEWISE SOFTWARE MAKES
NO WARRANTIES, EXPRESS OR IMPLIED.

Complying with all applicable copyright laws is the responsibility of the user. Without
limiting the rights under copyright, no part of this document may be reproduced, stored in,
or introduced into a retrieval system, or transmitted in any form, by any means
(electronic, mechanical, photocopying, recording, or otherwise), or for any purpose,
without the express written permission of Likewise Software.

Likewise may have patents, patent applications, trademarks, copyrights, or other
intellectual property rights covering subject matter in this document. Except as expressly
provided in any written license agreement from Likewise, the furnishing of this document
does not give you any license to these patents, trademarks, copyrights, or other
intellectual property.

© 2007 Likewise Software. All rights reserved.

Likewise and the Likewise logo are either registered trademarks or trademarks of
Likewise Software in the United States and/or other countries. All other trademarks are
property of their respective owners.

Likewise Software

15395 SE 30th Place, Suite #140
Bellevue, WA 98007

USA

@ Likewise

Copyright 2007 Likewise Software. All rights reserved. 2



Product Documentation

Table of Contents

INTRODUCTION ..t e e 4
JOINING A DOMAIN Lot e 5
AUTHENTICATING USERS ... e 7
Authentication With LIKEWISE...........vveiiiiis oo 7
AUTHORIZING USERS AND GROUPS ...t e, 9
Schema Mode and Non-Schema MOE........cccooieiviiie cevveeiieee e 9
KeY DIffEIrBNCES ...ttt e e e e e e e e 12
MANAGING USERS AND GROUPS ...t e 14
Creating CellS. ... it e e a e e e 15
LA TST D] = U] L O | N 15
IR0 2qT o T O = SO UPESRR 15
Cell MABNAGET ... eieiieee ettt e e e e e e e s e e e e e e e s ansreaeeeaeeeeannnes 16
Migrating NIS DOM@INS .....eeveeeiiiiiiiiieee e e e et e e e e e e s s e e e e e e e s s e nsrreereeeeeesennnes 16
USING MUIIPIE CEIIS ... 17
MIGratioN TOOI ......eeiiiiiiiieiiiei et 18
Orphaned ODJECES TOO.......uuiiiiiiiie ittt 18
APPLYING GROUP POLICIES ... e 19
[0 ET T 0] o] T=T 21
OVERVIEW OF SOFTWARE COMPONENTS ... 23
THe LIKEWISE AGENT ....eeiiiiiiiieiiiiiieiiiies ettt 23
The LIKEWISE CONSOIE .....cceeeiiieieeeee e ettt e e e e e e e eaera e e eees 24
Integrated Management TOOIS ........ccciiiiiiis e 26
L1 |01 =g =T [T RS PEERR 27
Standards and ProtOCOIS .........oovvvviiiiiiiiiii e 28
SUMM ARY o e e e e aas 29
ADDITIONAL DOCUMENTATION ..ovnietiieecieees ceeieeeeeeaas 30
FOr MOore INfOrMatioN .......coiieeieiiee s et e e e e e e e e e e b e e eeeees 30

@ Likewise

Copyright 2007 Likewise Software. All rights reserved. 3



Product Documentation

— }

@ Likewise

Introduction

You have a mixed network. Your web servers and network appliances
run on Linux computers. Your database servers are Unix. Your email
servers are Windows. Most of your desktop users work on Windows, but
the art department uses Mac OS X.

Your mixed network burdens you with different identity management
systems for different operating systems: Windows users authenticate
through Active Directory, Unix users authenticate through NIS, Linux
users just use local authentication with /etc/passwd  files, and Mac OS
X users authenticate through your own ad hoc Kerberos key distribution
center, which requires specialized knowledge to maintain and
troubleshoot. Every time a user joins or leaves your company, you have
to update each of these identity management systems separately -- a
time-consuming process that frequently leaves security holes.

But your burden is not just authenticating users, updating identities, and
securing resources. It's also managing, configuring, maintaining, and
auditing systems. Tough job. That's a lot of work in a mixed network.

And even though you centrally manage your Windows computers by
applying Active Directory group policies, your Linux, Unix, and Mac OS X
computers are a different story, with separate components managed by
.conf files on each computer. Making global configuration changes to
your Linux and Unix computers is difficult, inefficient, and error prone.

Likewise eases the burden of managing a mixed network by seamlessly
integrating Linux, Unix, and Mac OS X computers into Active Directory
so that you can maintain all your users' identities in one place,
authenticate users in the same way on all your systems, and centrally
administer Linux and Unix computers with group policies.

This overview describes how Likewise joins non-Windows computers to
Active Directory, authenticates users, authorizes users and groups for
access to resources, stores Unix and Linux user information in Active
Directory, and manages Linux and Unix computers with group policies.
The document also outlines Likewise's two operating modes, its use of
cells, and its software components and processes.
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Likewise provides the foundation for interoperability by empowering you
to quickly and easily join Linux and Unix computers to an Active
Directory domain. The following table summarizes the key Likewise
components that work together to establish a basic level of

interoperability:

Likewise Location Function
Component
Agent Installed on each Communicates with

Linux, Unix, and Mac
OS X computer
destined for a
domain.

Active Directory to
join a Linux, Unix, or
Mac OS X computer
to a domain.

Domain Join Tool

Installed with the
agent on Linux, Unix,

Provides a graphical
user interface and a

and Mac OS X command-line
computers. interface to join
computers to a
domain.
Console Installed on a The process of
Windows installing the console

administrative
workstation that is
connected to an
Active Directory
Domain Controller.

for the first time
configures Active
Directory to accept
Unix, Linux, and Mac
OS X computers and
integrates tools for
managing Unix and
Linux computers into
the Active Directory
Users and
Computers MMC
snap-in.

@ Likewise

After the agent is installed on a Linux, Unix, or Mac OS X computer and
the console has been installed on an administrative workstation

Copyright 2007 Likewise Software. All rights reserved.
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connected to an Active Directory Domain Controller, you can join a Linux
or Unix computer to the domain with the Domain Join Tool.

To join the domain, the agent uses the CIFS RPC, LDAP, and Kerberos
protocols to communicate with Active Directory. When the Domain Join
Tool joins the computer to the domain, it establishes a machine account
in Active Directory. The machine account can then be used to make
authenticated LDAP and RPC calls to Active Directory.

Once joined, the agent stores information about the domain as well as
the machine account name and password. A user in Active Directory can
then use his or her Active Directory credentials to log on the Unix or
Linux computer and be authenticated.

Copyright 2007 Likewise Software. All rights reserved. 6
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Authenticating Users

Authentication is the process by which a system verifies the identity of a
user who wants to access a computer or application. Without using
Likewise, authentication on a Linux or Unix computer typically consists of
using the Pluggable Authentication Modules (PAM) to validate
usernames and passwords against the /etc/passwd  and /etc/group
files and using the name service (nsswitch) to associate the username
with a user identifier (UID) and a group identifier (GID). The

/etc/passwd  file on each computer contains a list of authorized
usernames, and the nsswitch contains information about a user, such as
the UID and GID.

Authenticating users with the /etc/passwd  file means that each Unix
and Linux computer is in effect running as its own identity management
system: Users who have access to multiple computers must maintain
their passwords on each computer, and when they have to change
passwords, they must do it on every computer -- a time-consuming,
error-prone process. To avoid maintaining /etc/passwd  files, some
companies just let their administrators use the root account, an insecure
practice that runs counter to accepted security standards and
regulations.

Some companies use the Network Information Service (NIS), a client-
server directory service protocol, to allow multiple Unix machines to
share a single /etc/passwd  file. With NIS, all users have the same UID
and GID mappings on all the machines that connect to the NIS domain.
NIS, however, is difficult to scale, cumbersome to implement for multiple
operating systems, and far less secure than LDAP and Kerberos.

Other deployments within the same company might use synchronized
letc/passwd  files, or they may use LDAP implementations. A company
that has been through a merger might use multiple methods or
implementations.

Authentication with Likewise

Likewise's ability to join non-Windows computers to an Active Directory
domain immediately yields the benefit of making Active Directory's
authentication process available to Unix, Linux, and Mac OS X
computers. Because Active Directory functions as a Kerberos key
distribution center, Likewise can validate Unix and Linux usernames and
passwords with the Kerberos 5 network authentication protocol.

Copyright 2007 Likewise Software. All rights reserved. 7
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Kerberos lets users and computers communicating over an insecure
network prove their identity to one another in a secure manner. With
Likewise, It works like this:

1. Auserlogs on a Linux or Unix client, and the login program gets the
username and password.

2. The username and password are sent to PAM.

3. The pam_lwidentity.so library communicates with the Iwiauth
daemon.

4. From the username and password, the lwiauth  daemon generates
a secret key.

5. Using the secret key, Iwiauth  requests a ticket granting ticket, or
TGT, from the Active Directory's Kerberos key distribution center, or
KDC.

6. The KDC verifies the secret key and then grants the clienta TGT.

7. The client and the KDC exchange messages to authenticate the
client.

8. The lwiauth daemon can then use the TGT to request service
tickets for other services, such as SSH.

Copyright 2007 Likewise Software. All rights reserved. 8
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Authorizing Users and Groups

The challenge: Allow AD users to access resources on Unix and Linux
hosts. Why is this hard? It's because the Unix and Linux permission
settings for users and groups that are defined by UIDs and GIDs are
simple integers, typically 32-bit numbers, while in Active Directory,
security identifiers (SIDs) contain a domain-specific universally unique
ID. In Active Directory, a SID uniquely identifies a user, group, or
computer within a forest. Interoperability thus requires a method to map
SIDs to UIDs and GIDs.

Likewise overcomes this mismatch by mapping SIDs to UIDs and
primary GIDs and storing the information in Active Directory.

The following information must also be stored:
GIDs for secondary group memberships
The user's home directory path
The user's system shell
The full name of the user
A descriptive string for the user

The way this information is stored in Active Directory depends on the
mode you select when you configure Likewise to work with Active
Directory.

Schema Mode and Non-Schema Mode

Likewise has two operating modes: schema mode and non-schema
mode. Non-schema mode stores Linux and Unix data without requiring
RFC 2307 object classes and attributes and without modifying the
existing schema. Instead, non-schema mode uses existing object
classes and attributes to store its data. To store information about a cell,
Likewise creates a container  object and stores data in its

description attribute. To store information about a group or user,
Likewise creates a serviceConnectionPoint object and stores data
in its keywords attribute. Both keywords and description are multi-
valued attributes that can have multiple values while still allowing AD
searches for specific values.

Copyright 2007 Likewise Software. All rights reserved. 9
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Specifically, in non-schema mode Likewise uses RFC 2307 attribute
names to store values in the keywords and description attributes in
the form name=value , where name s the attribute name and value is
its value. Here's an example of how the keywords attribute name-value
pairs can contain Unix and Linux information for an AD user:

uid=

uidNumber=1016
gidNumber=100000
loginShell=/bin/bash
unixHomeDirectory=/home/joe
gecos=
backlink=[securityldentifierOfUser]
objectClass=CenterisLikewiseUser

In the example, the uid attribute is empty. It is needed only when you
want to specify a name alias so that the AD user can log on a computer
with something other than his or her AD account name.

In ADSI Edit, the properties for a user look like this:

The keywords attribute is also used to store Linux and Unix group
information. Here's an example of how the attribute name-value pairs
can contain Unix and Linux information for a group:

Copyright 2007 Likewise Software. All rights reserved. 10
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backLink=[securityldentifierOfGroup]
description=

displayName=

gidNumber=100000
objectClass=centerisLikewiseGroup

When you set an alias for a group, it is stored in the displayName
attribute (for the group in the example above, no alias has been set, and
thus displayName is empty).

In ADSI Edit, the values of the keywords attribute look like this:

Schema mode takes a slightly different approach. To store Linux and
Unix user and group information, schema mode takes advantage of the
Unix- and Linux-specific RFC 2307 object classes and attributes, namely
the posixAccount  and posixGroup object classes. For example, the
posixAccount  and posixGroup object classes include attributes --
uidNumber and gidNumber -- that Likewise uses for UID and GID
mapping. In addition, Likewise uses serviceConnectionPoint

objects to store the same information as in non-schema mode by using
the keywords attribute.

Copyright 2007 Likewise Software. All rights reserved. 11
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If you choose to use schema mode and your schema does not comply
with RFC 2307, you must modify the schema. The Likewise Domain
Extension Wizard, a tool in the console, can automatically upgrade your
schema to comply with RFC 2307. (Windows Server 2003 R2 complies
with RFC 2307.) When you use schema mode with a schema that

complies with RFC 2307, Likewise does not change the schema, but you

still must run the Domain Extension Wizard to include the RFC 2307
attributes in the global catalog and to index them for faster searches.

Key Differences

The following table summarizes the differences between schema mode
and non-schema mode:

N

Mode

Use Case

Storage Method

Non-schema mode

AD installations that
have not migrated to
the latest AD
schema;
administrators are
reluctant or unwilling
to change the
schema.

Likewise uses the
description and the
keywords attributes of
container and
serviceConnectionPoint
objects to store Unix and
Linux information for users,
groups, and cells.

Schema mode

AD installations that
comply with RFC
2307, such as
Windows Server
2003 R2. Or,
administrators who
are willing to change
the schema to RFC
2307 and to raise
the forest functional
level to Windows
Server 2003.

Note: Raising the
forest functional
level to Windows
Server 2003 will
exclude Windows
2000 domain
controllers from the
domain.

Likewise uses the Unix- and
Linux-specific attributes that
are built into the RFC 2307
schema as well as the
container  object and the
keywords attribute.

Copyright 2007 Likewise Software. All rights reserved.
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Both schema mode and non-schema mode provide a method for storing
Unix and Linux information in Active Directory -- including UIDs and GIDs
-- so that Likewise can map SIDs to UIDs and GIDs and vice versa. This
mapping enables Likewise to use an Active Directory user account to
grant a user access to a Unix or Linux resource that is governed by a
UID-GID scheme. When an AD user logs on a Unix or Linux computer,
the Likewise Agent communicates with the Active Directory Domain
Controller through standard LDAP protocols to obtain the following
authorization data:

uiD

Primary GID
Secondary GIDs
Home directory
Login shell

Likewise uses this information to control the user's access to Unix and
Linux resources.

Copyright 2007 Likewise Software. All rights reserved. 13
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Managing Users and Groups

Active Directory uses Organizational Units to group related objects in a
common container so that you can manage the objects in a uniform and
consistent way. To map Active Directory users to Linux and Unix user
identifiers (UIDs) and group identifiers (GIDs), you can associate
Likewise cells with Organizational Units. When you associate a cell with
an Organizational Unit (OU), the cell becomes a custom mapping of
Active Directory users to UIDs and GIDs.

Cells can map a user to different UIDs and GIDs for different computers.
Linux and Unix computers that are in the OU (or an OU nested in it) use
the cell to map AD users to UIDs and GIDs. In the following screen shot,
the example user, Clark Kent, is allowed to access the Linux and Unix
computers that are in the selected Likewise cells:

Copyright 2007 Likewise Software. All rights reserved. 14
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Creating Cells

Likewise modifies the Active Directory User and Computers MMC snap-
in so that you can create an associated cell for an OU and then use the
cell to manage UID-GID numbers. To create a cell, use Active Directory
Users and Computers to select the OU you want, view the Likewise
Settings property sheet, and then select the check box to associate a cell
with the OU. You can then assign UID-GID numbers manually or allow
Likewise to do it automatically. For more information, see Create a Cell.

When a Unix or Linux computer connects to Active Directory, it
determines the OU of which it is a member and checks whether a
Likewise cell is associated with it. If a cell is not associated with the OU,
the Likewise Agent on the Unix computer searches the parent and
grandparent OUs until it finds an OU that has a cell associated with it. If
an OU with an associated cell is not found, the agent uses the default
cell to map its username to UID and GID information.

Before you associate a cell with an Organizational Unit, make sure you
have chosen the schema mode that you want. You cannot change the
schema mode after you create a cell, including a default cell.

The Default Cell

Likewise lets you define a default cell. It handles mapping for computers
that are not in an OU with an associated cell or in a cell that is linked to
the associated cell. The default cell can contain the mapping information
for all your Linux and Unix computers.

A Linux or Unix computer can be a member of an OU that does not have
a cell associated with it. In such a case, the group polices associated
with the OU apply to the Linux and Unix computer, but user UID-GID
mappings follow the policy of the nearest parent cell, or the default cell.

Linking Cells

To provide a mechanism for inheritance and to ease system
management, Likewise can link cells. Linking specifies that users and
groups in one cell can access resources in the linked cell. For example, if
your default cell contains 100 system administrators and you want those
administrators to have access to another cell, called Engineering, you do
not need to provision those users in the Engineering cell. You can simply
link the Engineering cell to the default cell, and then the Engineering cell
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inherits the settings of the default cell. Then, to make management
easier, in the Engineering cell you can just specify the mapping
information that deviates from the default cell.

Although you can use linking to in effect set up a hierarchy of cells,
linking is not recursive. If, for example, a cell called Civil is linked to the
Engineering cell and the Engineering cell is linked to the default cell, the
Civil cell does not inherit the settings of the default cell.

When you link to multiple cells, the order that you set is important
because it controls the search order. Suppose that Steve, a system
administrator, has a UID of 1000,000 set in the default cell and a UID of
150,000 set in the Engineering cell. In the Civil cell, however, he must
use his UID from the Engineering cell to log on Civil computers. If the
Civil cell is linked to both the default cell and Engineering cell, the order
becomes important. If Engineering does not precede the default cell in
the search order, Steve will be assigned the wrong UID and will not be
able to log on computers in the Civil cell.

For instructions on how to link cells, see Link Cells.

Cell Manager

The Likewise Cell Manager is an MMC snap-in that you can use to
manage the cells that you associate with Active Directory Organizational
Units. With Cell Manager, you can view all your cells in one place. Cell
Manager complements Active Directory Users and Computers by letting
you delegate management of a cell -- that is, give others -- either a user
or a group -- the ability to add users and groups to a cell. Cell Manager
is automatically installed when you install the Likewise Console. For
more information, see Manage Cells.

Migrating NIS Domains

If use Likewise to migrate all your Unix and Linux users to Active
Directory, in most cases you will assign these users a UID and GID that
is consistent across all the Unix and Linux computers that are joined to
Active Directory -- a simple approach that reduces administrative
overhead.

In cases when multiple NIS domains are in use and you want to
eliminate these domains over time and migrate all users and computers
to Active Directory, mapping an Active Directory user to a single UID and

Copyright 2007 Likewise Software. All rights reserved. 16
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GID might be too difficult. When multiple NIS domains are in place, a
user typically has different UID-GID maps in each NIS domain. With
Likewise, you can eliminate these NIS domains but retain the different
NIS mapping information in Active Directory because Likewise lets you
use a cell to map a user to different UIDs and GIDs depending on the
Unix or Linux computer that they are accessing.

To move to Active Directory when you have multiple NIS servers, you
can create an OU (or choose an existing OU) and join to the OU all the
Unix computers that are connected to the NIS server. You can then use
cells to represent users' UID-GID mapping from the previous identity
management system.

Using Multiple Cells

If you have multiple Unix and Linux hosts but are not using a centralized
scheme to manage UIDs and GIDs, it is likely that each host has unique
UID-GID mappings. You may also have more than one centralized IMS,
such as multiple NIS domains. You can use multiple cells to represent
the UID-GID associations that the NIS domain provided, allowing those
Unix and Linux users to continue to use their existing UID-GID
information while using Active Directory credentials, as the following
diagram illustrates:
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When using multiple cells, it is useful to identify what Unix and Linux
objects the cell will represent, such as the following:

Individual Unix, Linux, or Mac OS X computers
A single NIS domain
Multiple NIS domains (which requires multiple cells)

Migration Tool

The Likewise Console provides a migration tool to import Linux, Unix,
and Mac OS X passwd and group files -- typically /etc/passwd  and
letc/group -- and automatically map their UIDs and GIDs to users and
groups defined in Active Directory. The migration tool can also generate
a Windows automation script to associate the Unix and Linux UIDs and
GIDs with Active Directory users and groups. For more information, see
Migrate Users to Active Directory.

Orphaned Objects Tool

The Likewise console provides a tool for finding and removing orphaned
objects. An orphaned object is a linked object, such as a Unix or Linux
user ID or group ID, that remain in a Likewise cell after you delete a
group or user's security identifier, or SID, from an Active Directory
domain. Removing orphaned objects from Active Directory can clean up
manually assigned user IDs and improve search speed. For more
information, see Find Orphaned Objects.
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Applying Group Policies

The final challenge in achieving interoperability between Active Directory
and Unix, Linux, and Mac OS X computers is the application of group
policy. Likewise empowers you to centrally manage non-Windows
systems by using the Group Policy Object Editor and the Group Policy
Management Console to create more than 100 Likewise group policies
and thousands of user policies and then apply them to computers
running Linux, Unix, and Mac OS X.

For example, you can use a group policy to control who can use sudo to
access root-level commands by specifying a common sudoers file for
target computers in a domain. Using a group policy for sudo gives you a
powerful method to remotely and uniformly audit and control access to
Unix and Linux resources.

Copyright 2007 Likewise Software. All rights reserved. 19
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Likewise provides the following categories of group policies to help solve
security, authorization, auditing, and other challenges. This list of
example policies is merely a small sample of the more than 100 Likewise
group policies.

Group Policy Category Example Policies
Authorization and Identification Automatically refresh Kerberos
tickets.

Set the winbind cache expiration
time for lwiauthd

Define the machine account
password expiration time.

Logon Allow cached logons.

Allow logon rights.

Log debugging information.
Acquire Kerberos tickets on logon.
Create home directory for user
account at logon.

Display Settings Lock the system with the screen
saver.
Set the screensaver idle delay.

Message Settings Set a message of the day.
Set a login prompt message.

Logging and Auditing Settings Create a SysLog policy.
Define an SELinux policy.
Set an AppArmor policy.

File System Settings Specify the file system mounts.
Automount a file system.

Task Settings Run a script.
Schedule a cron job with crontab or
cron.d.

Security Settings Define a sudoer file.

Specify passwords' minimum length,
maximum age, and minimum age.
Require complex passwords.

Mac OS X Block UDP traffic.

Disable automatic user login.

Log firewall activity.

Protect system preferences with a
password.

Likewise stores its Unix and Linux group policies in the same locations
and in the same format as the default Windows group policies in the
system volume (sysvol) shared directory. Unix and Linux computers
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that are joined to an Active Directory domain receive their group policies
in the same way that a Windows system does.

To pull group policies and enforce them on a computer, the Likewise
Group Policy Agent runs continuously as a daemon on Linux, Unix, and
Mac OS X computers that have been joined to a domain. The agent polls
the domain controller for changes to policies that are set for the domain
or Organizational Unit to which the computer belongs. The Group Policy
Agent uses the computer's machine account credentials to securely
retrieve policy template files over the network from the domain's
protected system volume shared directory. The Group Policy Agent
connects to Active Directory, retrieves and applies changes once every
30 minutes, when a computer boots or restarts, or when requested by
the GPO refresh tool.

You can choose which Linux and Unix platforms that a policy applies to.
For example, you can define one sudo policy targeted at UNIX platforms
and define another sudo policy targeted at Linux platforms.

User Policies

Likewise also lets you set group policies for Linux user settings -- policies
based on the Gnome GConf project to define desktop and application
preferences such as the default web browser. After you add the Gnome
schemas for your Linux platform, the policies appear in the Unix and
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Linux User Settings folder under User Configuration in the Group Policy
Object Editor:

There are several thousand Gnome-based group policies. They include
user settings for applications like the browser, help viewer, and main
menu. They also include settings for tailoring the keyboard for
accessibility, specifying URL handlers, and configuring volume manager.
For example, you can set a user policy to define whether the Gnome
volume manager automatically mounts removable storage drives when
they are inserted into a computer.
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Overview of Software Components

Likewise comprises several software components, each of which
provides part of the functionality necessary to manage Linux and Unix
computers in Active Directory.

Component Function

Agent Joins a Linux or Unix computer to
Activie Directory (with the Domain
Join Tool).

Communicates with an Active
Directory Domain Controller to
authenticate and authorize users
and groups.

Pulls and refreshes group policies.

Console Runs on a Windows administrative
workstation that connects to an
Active Directory Domain Controller
to help manage Linux, Unix, and
Mac OS X computers within Active
Directory.

Migrates users, checks status,
assigns licenses, finds and removes
orphaned objects, and generates
reports.

Integrated Management Tools Extends Active Directory Users and
Computers to include Unix and
Linux users.

Extends the Group Policy Object
Editor to include Linux, Unix, and
Mac OS X group policies as well as
a way to target them at specific
platforms.

Cell Manager An MMC snap-in to manage cells
associated with Active Directory
Organizational Units.

The Likewise Agent

The agent is deployed to Linux and Unix computers and integrates with
the core operating system to implement the mapping for any application
that uses the name service switch (NSS) or pluggable authentication
module (PAM). An example of a PAM-aware application is the login
process (/bin/login ).
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The agent acts as a Kerberos 5 client for authentication and as a LDAP
client for authorization. The agent also operates as the group policy
enforcing service, using secure credentials created through the Active
Directory domain to update local software configurations, such as the
sudo configuration file.

Agent Daemon Description

/etc/init.d/centeris.com-lwiauthd The Likewise authentication
daemon. It handles authentication,
authorization, caching, and idmap
lookups.

/etc/init.d/centeris.com-gpagent The Group Policy Agent. It runs as a
background service to pull Group
Policy Objects from Active Directory
and apply them to the computer.

The agent also includes two libraries:
1. The NSS library: lwidentity.so
2. The PAM library: pam_lwidentity.so

The agent uses the following ports for outbound traffic. The agent is a
client only; it does not listen on any ports.

Port Protocol Use

53 UDP/TCP DNS

88 UDP/TCP Kerberos

123 UDP NTP

137 UDP NetBIOS Name
Service

139 TCP NetBIOS Session
(SMB)

389 UDP/TCP LDAP

445 TCP SMB over TCP

The Likewise Console

The Likewise Console helps you manage Linux, Unix, and Mac OS X
computers within Active Directory. The console runs on a Windows
administrative workstation that connects to an Active Directory Domain
Controller. You can run multiple instances of the console and point them
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at different domains, or you can run the console with a different user

account.

Console Component

Function

Domain Extension Wizard

Select schema or non-schema
mode, install schema extensions
on the Schema Master domain
controller, and add RFC 2307
attributes into the global catelog.

Status

Obtain status information about
Active Directory forests and
domains.

Migration Tool

Migrate Unix and Linux users
and groups by importing passwd
and group files and mapping the
information to users and groups
in Active Directory.

Orphaned Objects Tool

Find and remove orphaned
objects -- that is, linked objects,
such as a Unix or Linux user ID
or group ID, which remain in a
cell after you delete a group or
user's security identifier, or SID,

from an Active Directory domain.

Reports

Generate reports about users,
groups, and computers.

License Management

Import and assign Likewise
licenses to Unix and Linux
computers.

As an example, the Status page of the console looks like this:

N
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Integrated Management Tools

When you install the console, Likewise settings are added to Active
Directory Users and Computers so that you can manage Unix and Linux
computers, users, and groups. Settings are also added to the Group
Policy Object Editor so that you can create and edit Linux- and Unix-
specific group policies. You can also view information about group
policies in the Group Policy Management Console.

Modified AD Component Ul Addition and Function
Active Directory Users and Settings (on the Likewise Settings
Computers tab of the Properties sheet) for

associating OUs with cells and
managing computers, users, groups,
UIDs and GIDs, home directories,
shells, and other information.

Group Policy Object Editor Linux, Unix, and Mac OS X group
policies in the console tree and user
interfaces for setting each policy.

A user interface for targeting group
policies at different Unix and Linux
platforms.

Group Policy Management Console Summary reports for Linux, Unix,
and Mac OS X group policies.
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The following diagram shows how the management tools, the console,
the group policy agent, and the Likewise winbind daemon interact with
PAM, NSS, Kerberos to provide interoperability with Active Directory:

Cell Manager

The Likewise Cell Manager is an MMC snap-in that you can use to
manage the cells that you associate with Active Directory Organizational
Units. You can use Cell Manager to filter and view cells, delegate
management, change permissions for a cell, add cells, and enable users
and groups for Linux and Unix access. For example, you can use Cell
Manager to create an access control list (ACL) that allows users without
special privileges to perform the operations that you specify. Cell
Manager, which is automatically installed when you install the Likewise
Console, looks like this:
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Standards and Protocols

The Likewise software uses the following standards, protocols, and
RFCs:

Kerberos 5 (RFC 4120)
LDAP (RFC 4511 and 2307)
DNS (RFC 1035 and 3645)
SMBJ/CIFS

MSRPC
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Summary

There are several key barriers to integrating Unix and Linux computers

into Active Directory:

1. Joining Linux and Unix computers to an Active Directory domain.

2. Authenticating users by using Active Directory.

3. Authorizing Active Directory users to access resources on Unix and

Linux computers.

4. Mapping Linux and Unix UID and GID information to Active Directory

corresponding objects.

5. Applying group policies to Linux and Unix computers by using Active

Directory.

Likewise overcomes these barriers to interoperability by providing a
solution that centralizes administration and identity management, as

summarized in the following table:

Interoperability Barrier

| ikewise Solution

Different systems use different
identity management systems, such
as NIS for Unix computers, local
authentication for Linux computers,
and Active Directory for Windows
computers.

Centralizes identity management for
Linux, Unix, Mac OS X, and
Windows computers within Active
Directory.

Authentication

Uses Kerberos to authenticate users
with their Active Directory
credentials on Windows, Linux,
Unix, and Mac OS X computers.

Authorization

Maps Unix and Linux user and
group IDs to Active Directory
objects.

Central Management: Unix and
Linux computers are managed with
.conf files while Windows
computers are managed with group
policies.

Centralizes maintenance and
management by providing more than
100 group policies within Active
Directory for Linux, Unix, and Mac

OS X computers.

To find out more about how Likewise can help you overcome your
interoperability challenges, visit http://www.likewisesoftware.com.

N
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Additional Documentation

The following documentation is available on the Likewise Web site at
http://www.likewisesoftware.com/resources/:

Quick Start Guide
Installation Guide
Administrators Guide

Group Policy Technical Note: This note describes the group policies
that Likewise makes available for computers running Linux, UNIX, or
Mac OS X .

Linux and Unix ID Mapping Technical Note: This note describes how
Linux and Unix account attributes, including user and group ID
numbers, are stored in Active Directory and how Likewise cells allow
users to have different mappings when logging on different
computers.

For More Information

For more information about Likewise, contact Likewise Software:

Email: info@likewisesoftware.com
Phone (US): 1-800-378-1330

Phone (International): +1-425-378-7887
http://www.likewisesoftware.com/support/
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ABOUT LIKEWISE

Likewise® Software solutions improve management and interoperability of Windows,
Linux, and UNIX systems with easy to use software for Linux administration and
cross-platform identity management.

Likewise provides familiar Windows-based tools for system administrators

to seamlessly integrate Linux and UNIX systems with Microsoft Active Directory.
This enables companies running mixed networks to utilize existing Windows skills
and resources, maximize the value of their Active Directory investment, strengthen
the security of their network and lower the total cost of ownership of Linux servers.

Likewise Software is a Bellevue, WA-based software company funded by leading
venture capital firms Ignition Partners, Intel Capital, and Trinity Ventures. Likewise
has experienced management and engineering teams in place and is led by senior
executives from leading technology companies such as Microsoft, F5 Networks,
EMC and Mercury.
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